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PLATFORM COMPATIBILITY

SonicOS Enhanced Version 2.6.0.4 is a supported firmware release for the following products:

e SonicWALL TZ 170 Wireless
e SoOnicWALL TZ 170 SP
e SonicWALL TZ 170 SP Wireless

KNOWN ISSUES

e 32780: Specifying a URL that contains references to other pages for the custom header or footer
option of Wireless Guest Services (WGS) will cause redirection to the SonicWALL security
appliance’s authentication page. This is caused by the client browser’s attempt to retrieve content
that is not explicitly allowed, thus triggering the authentication redirection. Workaround: Use
simple Web pages that do not link to content on other sites, or add all externally linked URL'’s to
the WGS allowed-URL’s list.

e 32916: Custom Service Groups added to ‘Firewall > Services > Service Groups’ can contain a
maximum of 6 members.

e 32917: Itis currently possible to delete a Custom Service Object even if it is in use by an Access
Rule. The system will not warn about the service being currently in use and after the deletion the
Access Rule configured with this service will cease to operate.

e 33440: When the following SonicWALL Security Services are enabled or disabled on the custom
WLAN zone, the GroupVPN GVC policy becomes disabled.
- Content Filtering Service (CFS)
- Anti-Virus (AV)
- Intrusion Detection Service (IPS)
Workaround: Manually enable the WLAN GroupVPN policy.
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RESOLVED KNOWN ISSUES

This section contains a list of resolved known issues since the SonicOS Enhanced 2.6.0.3 Release.

e 34121: Resolved issue when modifying WLAN zone subnet settings. Previously, the WLAN
DHCP scope was lost when you updated the WLAN zone subnet range.

e 34181: Resolved an issue when configuring to bypass User authentication while using an HTTP
URL that exceeded 127 characters in length.

e 33734: Resolved an issue when exporting the preference file and then re-importing the same
Preference file into the SonicWALL security appliance deleted existing static routes.

RESOLVED KNOWN ISSUES (CONTINUED)

This section contains a list of resolved known issues since the SonicOS Enhanced 2.6.0.0 Release.

e 34047: Removed the subnet mask restriction for the Wireless interface using an
IEEE 802.11 radio. For non-Wireless interfaces assigned to Wireless network zones, the subnet
mask restriction has not been removed; the subnet mask must be at least a class C IP address
(255.255.255.0) in order to accommodate the range for SonicPoint IP addresses and PC clients.

o 32894: Resolved issue relating to the Firmware Auto-Update feature. Currently on the
‘System’ > ‘Settings’ page, if the “Notify me when the New firmware is available” check box is
checked the status page will display the firmware update button when the new firmware is
available on the SonicWALL production servers.

e 32893: In a Secure Wireless Bridge configuration where the Access Point is a SonicPoint
connected to a WLAN Zone interface of a SonicOS Enhanced SonicWALL security appliance, it is
now currently possible to remotely manage the SonicWALL security appliance from a host on the
LAN segment of the Bridge device.

e 33310: Resolved an issue relating to Manual Key SAs not working upon a WAN failover to the
secondary Ethernet/modem interface.
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RELATED DOCUMENTATION

Technical Documentation
The following technical documents related to SonicOS 2.6 Enhanced are available online at:
<http://www.sonicwall.com/services/documentation.htmI>

e SonicOS 2.6 Enhanced Administrator’'s Guide
SonicWALL TZ 170 SP Wireless Quick Start Guide
SonicWALL TZ 170 Quick Start Guide
- Note: This document provides setup procedures using SonicOS 2.6 Standard.
e SonicWALL TZ 170 SP and TZ 170 Wireless Quick Start Guide
- Note: This document provides setup procedures using SonicOS 2.6 Standard.
e SonicOS Log Event Reference Guide
e SonicOS Command-Line Interface Reference Guide

Additional Platform-Specific Documentation
Additional platform-specific product information related to the SonicWALL TZ 170 Series is available
online at: <http://www.sonicwall.com/products/vpnapp.htmI|>

Overview

Key Features & Benefits
Specifications

Product Datasheet
Product & Part Number
Where to Buy
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